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�


No. (Number)


Sequential numbering of risks.





NOTE 1 Does not have any relationship to the risk priority.


�


Risk identification


The organization should identify sources of risk, areas of impacts, events (including changes in


circumstances) and their causes and their potential consequences. 





The aim of this step is to generate a comprehensive list of risks based on those events that might create, enhance, prevent, degrade, accelerate or delay the achievement of objectives. It is important to identify the risks associated with not pursuing an


opportunity. Comprehensive identification is critical, because a risk that is not identified at this stage will not be included in further analysis.





Identification should include risks whether or not their source is under the control of the organization, even though the risk source or cause may not be evident. Risk identification should include examination of the knock-on effects of particular consequences, including cascade and cumulative effects. It should also consider a wide range of consequences even if the risk source or cause may not be evident. As well as identifying what might happen, it is necessary to consider possible causes and scenarios that show what consequences can occur. All significant causes and consequences should be considered.





The organization should apply risk identification tools and techniques that are suited to its objectives and capabilities, and to the risks faced. Relevant and up-to-date information is important in identifying risks. This should include appropriate background information where possible. People with appropriate knowledge should


be involved in identifying risks.


�


Likelihood


Chance of something happening





NOTE 1 In risk management terminology, the word “likelihood” is used to refer to the chance of something happening, whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively, and described using general terms or mathematically (such as a probability or a frequency over a given time period).





NOTE 2 The English term “likelihood” does not have a direct equivalent in some languages; instead, the equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted as a mathematical term.


Therefore, in risk management terminology, “likelihood” is used with the intent that it should have the same broad interpretation as the term “probability” has in many languages other than English.


�


consequence


Outcome of an event affecting objectives





NOTE 1 An event can lead to a range of consequences.





NOTE 2 A consequence can be certain or uncertain and can have positive or negative effects on objectives.





NOTE 3 Consequences can be expressed qualitatively or quantitatively.





NOTE 4 Initial consequences can escalate through knock-on effects.


�


Level of risk


Magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their likelihood


�


Risk Priority


Is the sequential ranking of risks based on the risk level. 





NOTE 1 For risks of the same risk level subsequent risk analysis is required. This may be 


�


Risk Treatment


Process to modify risk 





NOTE 1 Risk treatment can involve:


avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;


taking or increasing risk in order to pursue an opportunity;


removing the risk source;


changing the likelihood;


changing the consequences;


sharing the risk with another party or parties (including contracts and risk financing); 


and retaining the risk by informed decision.





NOTE 2 Risk treatments that deal with negative consequences are sometimes referred to as “risk mitigation”, “risk


elimination”, “risk prevention” and “risk reduction”.





NOTE 3 Risk treatment can create new risks or modify existing risks.


�


Residual risk


Risk remaining after risk treatment





NOTE 1 Residual risk can contain unidentified risk.





NOTE 2 Residual risk can also be known as “retained risk”.









